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* The user gets to reuse the
“same login” (username and
authentication session) with
multiple sites

> And, often, manage a common
profile in one place

* The relying party gets to attract more
users, delegate authentication tasks,
and, often, greatly simplify user record
management

> While still offering personalization and access control
* The identity provider gets to specialize around

authentication methods and profile management
Uls




What happened on May 7, 20077

« Sun announced an exploratory program
around OpenlD

> Driven by Sun's Chief Technologist's Office

> Supported by product groups and the
community

* A Sun employee OpenlID IdP

> Only full Sun employees will be able to get a
openid.sun.com OpeniD

> Employees can use this or delegate from their
own web properties

> This identifies the holder as Sun employee to
3" parties, e.g. for employee discounts



OpenID —what iIs 1t?

(according to its designers)

“An open, decentralized,

I free framework for user-
Open\D centric digital identity”

* Open — open process, open specifications,
free from patent encumbrances

» decentralized — chose who authenticates
you

* user-centric - focused around the user,
not a directory

- digital identity — how the web sees you
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How does OpenlID work?

* An OpenlD is simultaneously:

> A unique publicly known identifier string by
which a person's online activities can be
correlated

> A URL for a web page about that person that
other people can view

> A URL for a page with code that redirects an
“*OpeniID consumer” site to the person's “OpenlD
provider” site — the user can host their own or
delegate to a chosen provider

* The provider does authentication and may also
mediate the exchange of a small set of
attributes

> Time zone, email, date of birth...




So what about Liberty and SAML?

* OpenlID is a very simple and lightweight
protocol

> In its current form only useful for low-value
transactions

> Many Issues around privacy, phishing,
security, etc.

 SAML and Liberty are the underlying
technololgies for Sun's Identity
Management solutions
> OpenlD cannot replace either technology

> But: OpenlD can be integrated and address
complementary problems



What will happen next?

» The openid.sun.com IdP will go live within
the next few days

> Opt-in for employees

» We are working on solutions for easy
OpenlD relying party enablement

* There are some ideas on how OpenlDs
can be used in conjunction with various
Liberty services such as the People
Service for secure and privacy-enabled
attribute exchange



Resources and Call to Action
» Get the OpenSSO extension for OpenlD

> https://opensso.dev.java.net/public/extensions/openid/

> This also deploys to JEE containers with
OpenDS backing

- Get ready to accept openid.sun.com
credentials (and give discounts :-))

* Keep an eye on | |
developers.sun.com/identity and
openid.sun.com for updates



Blogs & Wikis

 Blogs to watch:

nttp://www.xmlgrrl.com/blog/
nttp://blogs.sun.com/hubertsblog/
Nttp://blog.beuchelt.com
nttp://blogs.sun.com/superpat/
nttp://www.laurenwood.org/anyway/
nttp://blogs.sun.com/treydrake/

* WIKI
> Liberty Concordia
http://wiki.projectliberty.org/index.php/Concordia
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